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ABSTRACT TARGET COURSE DESCRIPTION

This project redesigns LAN 120: loT Fundamentals |, an entry-level community college course with no prerequisites, to connect hands-on loTl learning with Science
Gateways, high-performance computing, artificial intelligence, and data-centered inquiry. Students in the course already work with electronics, Arduino

programming, sensors, networking, privacy, and cybersecurity. The redesign extends that foundation by helping students understand what happens to sensor data Course Number LAN 120
after it is collected and how similar workflows are used in larger scientific, industrial, and critical infrastructure environments.

Course Name Internet of Things (loT) Fundamentals

Department Computer Integrated Technologies
Students are introduced to Science Gateways, Jetstream2, Jupyter notebooks, public datasets, cloud computing, and HPC resources through scaffolded Enrollment 24 students each semester
activities designed for learners with no prior Python or HPC experience. Using authentic lol, industrial, and cybersecurity datasets, students run prepared notebook Prerequisites NETE
cells, modify selected variables, create visualizations, investigate patterns, and interpret results. Guided activities also introduce Al-assisted anomaly detection and
encourage students to examine model outputs as evidence rather than automatic truth, including consideration of false positives, false negatives, and operational Project Repo github.com/kristinechristensen/FacultyHack26
consequences.
Students then transfer these skills to a revised final project. Each student develops a research question, selects and programs an Arduino-compatible sensor, ABOUT THE COURSE
collects a manageable original dataset, and analyzes and visualizes the data in a scaffolded Jupyter notebook. Students communicate their findings through a COURSE DESCRIPTION
technical report that addresses methods, results, limitations, and potential cybersecurity or critical infrastructure applications. loT Fundamentals is an entry-level course for students with no prerequisites. It
introduces electronics, Arduino programming, sensors, networking, loT data,
The redesign introduces the BRIDGE framework, a structured process for helping students move from sensor data collection to analysis, anomaly detection, interpretation, privacy, and security through hands-on work with connected devices. Students
and communication. It also emphasizes a progression from awareness to guided practice to independent application, helping beginning students see that the same gain hands-on experience building and programming connected devices but
fundamental process applies across scales. traditionally have had limited exposure to what happens to sensor data after it is

. . . . . . . collected or how that data can be analyzed at larger scales.
Ask a question 2 collect data 2> prepare data = visualize patterns = interpret results > communicate findings

The redesign was motivated by the gap between students’ hands-on

experience with individual loT devices and the larger data, computing,
FINAL PRO]ECT cybersecurity, and critical infrastructure environments in which those devices
The final project uses the BRIDGE framework to guide students through a complete sensor e —— -operate.. From-Sensors to Scientific Computing extends-the existing course by
investigation, from developing a research question and collecting data to analysis, interpretation, pr e introducing Science Gateways, Jupyter notebooks, public datasets, cloud/HPC

icati inating i i . : IDGE-CI Sensor Investigation: Aaai o . e :
and communication, culminating in a formal report and presentation. — ggssroom Toperataré Ancight Arlysis 5 reSf)l.Jtces, and Al aSSISted.analySI§ in a beginner-friendly e.nV|ronment. Scaffolded
Exploring real-world environmental data from a classroom using BRIDGE-CI sensors to understand d aCtIVItIeS allOW Students Wlth no prlor Python Or HPC expe rlence to explore
ow temperature and light levels change throughout the day. . . . . .
e T | authentic lol, industrial, and cybersecurity data before applying the same workflow
-9 N -
— @ = :slll to data collected from their own sensors.

1. Collect Data 2. Process Data 3. Visualize 4. Understand
Clean and analyze Create charts to Draw con clusions
sensor data identify patterns about our i lassroo m
in Python throughout the day environment

Classroom Light Levels Throughout the Day

Build Retrieve Investigate Detect Gauge Explain () Course Goals
system context ready data normal operation anomalies evidence and impact findings and response
Students build a sensor system, collect and prepare data, analyze and visualize it in a Jupyter : T , = |oT & Programming: Build and program Arduino-based sensor systems and
notebook, interpret patterns or anomalies, and communicate their findings in a technical report. T | e, @ et ok b O explain how sensor data moves from the device into a dataset for analysis.
— = Electronics & Schematics: Read basic schematics, identify electronic
e ? 0 a components, and construct Arduino-based circuits and sensor systems.
é @ = Networking & Data: Explain how loT devices communicate and collect
sensor data for analysis.
Sensor Dataset Notebook Visualization Detect Report .
collect data prepare CSV analyze in Jupyter graph patterns find anomalies explain findings = Computational Thinking: Use scaffolded Jupyter notebooks to load, inspect,

visualize, and interpret lol data, modifying selected variables and reasoning
about patterns, thresholds, and anomalies.

PROJECT GOALS

= Professional Practice: Document data collection methods, code, units,
visualizations, interpretations, and limitations, and communicate findings

INTERPRET & EVALUATE CONNECT & COMMUNICATE
& COLLECT &ANALYZE = Science Gateways / HPC / Al: Use Jetstream2, Science Gateways, Jupyter

Gather sensor data with Arduino and explore it in Identify patterns, anomalies, and possible Connect findings to scientific computing, notebooks, public datasets, cloud/HPC resources, and Al-assisted anomaly
Jupyter. cybersecurity or operational concerns. cybersecurity, and critical infrastructure. detection to connect small-scale Arduino projects to larger scientific &
industrial computing environments.

SCIENCE GATEWAY RESOURCES USED

: Jupyter BRIDGE-CI Sensor Investigation: Classroom Temperature and Light Analysis L .
= Student: Taylor Kim Date: October 15, 2024
B + x @ B R PRun B C » Code vl | =

Key Content by Week

| Foundations + Gateway Awareness

~

BRIDGE-CI Sensor Investigation: Classroom Temperature and Light Analysis . week 1 e Electronics, Arduino, Sensors, and loT overview
BRIDGE-CI Sensor Investigation: Classroom Temperai - il i o e e e S, Jetstream? Introduces students to cloud-based research computing e Introduction to Science Gateways, Jupyter notebooks, public datasets,
changs gt he g o et e cor g svienant st et BN | and resources beyond a local device. { and cloud/HPC resources )
Research Question 2. Methods . . . . . b B N Fh. 4 = i == Y
tost sissnmampprers ol et dhonie M i Bt e e oW ! Jupyter Used for guided data analysis, visualization, and Guided Notebook 1A |
In (1): import pandas as pd . Recordedtemperature(’C)andvlrgmlevel(units) using a connected computer. . . X
(1] :,,.:;: n?::p::sl:.:::ot as plt 3- ::ily;ettisthedataandcreated line graphs to look for patterns throughout the day. N Ote bo 0 kS I nte rp retatl O n Of I OT Se n SO r d ata . week 2 (2] Open and na\”gate a Jupyter nOtebOOk
g;l;e::(»;93"_5“("Se"SOKdata-CSV") ClassroomTemperaturﬁeErrthounheDay Classroom Light Levels Throughout the Day . ® Run prepared COdev Ioad and inspeCt Sensor data ‘
S e | st ] Science Introduces students to browser-based research tools, e Modify selected variables and explore the output )
1 2024-10-15 09:00:00 204 320 22 | 3 o0 us . — — —_ = —— = — —
Do n X / l/\ Gateways shared datasets, and computing resources. : : )
o 2024-10315:22:00:00 2 950 08:00 09‘00 10:00 11-‘00 1?00 13-.00 14:‘00 15:00 15.‘00 os:ou 09:00 10:00 11:00 12:00 13‘00 14:00 15:00 16;00 P bl. P .d h . I T . d . l d b . d f Gulded NOtebOOk lB
In [2): z}::;{g:;:(ffll.gtsl;z;igi;}])') e e In [3]: :}:: Figure 1. Classroom temperature throughout the day. Figure 2. Classroom light levels throughout the day. — u I C rOVI e S a ut e ntl C O ’ I n u St rl a 9 a n Cy e rS e C u rlty ata O r week 3 P Create time"series Visualizations
plt.title('Classroom Temperature Throughout the Day') plt.t i i . . . o, . o "
gi:;}:g;gle;%::n}re ;’C)‘) %:; 4- I:e::‘::t:e gradually increased throughout the morning, peaking in the early afternoon (around 24-25 °C), then slightly D ata S ets gu I d e d a n a l-yS I S a Ct IVItI e S [ ® Explore rO“lng averages, th reSh0|dS, and patterns
e S e Interpret results and draw conclusions
2% Classroom Temperature TthghOUt the Day 1200 5= . ?’:(;rseea:z?liecr::z:;:rlrl‘?:tncIaass::)eosmu13\%‘?22:::hlv::Sggihctti:fgi/d\:\titgzgzxsr‘xe day, which can affect s(ude;\( comfort, D a t a M M k 7 = /
o ( . . Helps students identify patterns, trends, thresholds, and ( [ 2
% 2 ___,//’“\1 Ej.' :gg 5. Connection to loT / Cybersecurity / Critical Infrastructure | II VI S u a ll Za tl O n . . » SC'ane Gateway Exploratlon
%.’ 20 é’ 400 . lntgrnet of Tlf;:.gs (IoT);:RIDGE{E‘I slensc:‘rs aire pakn gffthe lodT.lico!\gctingsnd s:a.:;n.g real-time data from the physical ) a n O m a ll e S I n S e n S O r d ata o =
" ot o [ g Ko o o it s e s < D Tools ‘ e Use Science Gateways and Jetstream2 resources
< § < S § N S & & ) help keep the data safe and reliable. y (" h
R - I R & i v it e N e Explore authentic loT and other real-world datasets
| . —_ o -+ Al-Assisted Introduces anomaly detection while emphasizing that ' L e Connect classroom sensor projects to larger data and computing environments
nterpretatlon and Key F'“dlngs : e Our analysis shows that classroom temperature peaks in the early afternoon, and light levels peak around midday. Understanding h} /
- i vl e iy i, s Qo g oo pok ek, | e M e ol gt st i ey s s oo = Analysis students must interpret and verify results. ~ N
* These patterns suggest that classroom conditions change noticeably throughout the day, which may AI Assisted Analysis |
e Use a guided notebook for anomaly detection
e Interpret results, including confusion matrix, false positives, and false negatives
COURSE REDESIGN: BEFORE & AFTER IMPACT ON STUDENTS * Discuss potential applications and limitations )
= = = ——— = = =
f ( ) : Final Sensor Investigation (Part 1)
| |
INITIAL SYLLABUS MODIFIED SYLLABUS Broader access to computing resources = e . gt, 8
Device-centered final project Sensor-to-scientific-computing workflow Students gain exposure to Jupyter notebooks, e« Developafescarch questionanc select asensor
Seferas @all | d/HPC ; , nd e Collect data using Arduino and sensors
® Build and program an IoT device. ® Build and .Pf.ogfam an IoT device. cience _ ateways, clou €Sources, a e Import data (e.g., CSV) into Jupyter for analysis
® Demonstrate circuit and code functionality. Collect original sensor data. authentic datasets. =

Analyze and visualize data in Jupyter. - .
Internret avidence andlimitations. Stronger data skills - Students move beyond

Connect findings to cybersecurity, Al-assisted analysis, and critical infrastructure. building devices to coIIecting, visualizing,
interpreting, and communicating sensor data.

= Greater confidence with advanced tools -
Scaffolded activities make Al, data analysis,

® Explain IoT hardware, sensors, networking, privacy, and
security concepts.

® Limited emphasis on what happens to data after collection.

Final Sensor Investigation (Part 2)

e Analyze and visualize your own sensor data
e |Interpret findings and compare with expected results
e Prepare a technical report and presentation

Final Project Completion & Presentation

— N —

Collect Prepare Analyze Visualize Connect to and research computing more approachable
Sensor Data Dataset in Jupyter & Interpret Cybersecurity, Al & for be ginning stu dents e Finalize Jupyter analysis and technical report
§ SN IGHIS ) e | Id ' . d e Present your sensor investigation and findings
o - = e - ) G 2 Clearer real-world connections — Students e Complete the Arduino Certification Exam
What Was Missing What Was Added or Restructured see how loT data relates to cybersecurity, \ \ )
: : Incorporated a sensor-to-scientific-computing workflow (BRIDGE-CI) . . q ara
WWhatlthe Coulse coveied. belargitiisfedegion Added Jupyter and data visualization analysis critical infrastructure, and scientific A Y|

How students previously completed the equivalent project Connected findings to cybersecurity, Al, and critical infrastructure

Expanded opportunities for real-world relevance and evidence-based analysis

Less real-world relevance and connection to cybersecurity/critical infrastructure Assessment revised to reflect the new workflow and outcomes
_ B S =l .\ J

Mentor Feedback Incorporated

computing.

Limited access to data analysis tools and scientific computing workflows

L] L] L] °

§/’ Grade Computation

Assignments -

The goal is not to turn introductory

" Refine for beginners > Focused on guided IoT students into HPC or Python =  What worked: Scaffold the experience and BRIDGE-CI Final Project*

exploration instead of advanced Python or : focus on data reasoning rather than
. e . .
HPC. experts. I’F is to help them see how advanced coding, Arduino Certification Exam 15%

" Use Al strategically > Added Al-assisted the same investigative process - What I'd change: Introduce tools and datgs:ets * Note: Students will not be graded on having the largest dataset or the most advanced
gnalyS|s ar?d anomaly detection to support scales from one sensor on a in smaller steps to reduce setup and cognitive code. They are graded on whether they can follow a sound process and explain evidence
Interpretation. b db d t h 1 load. accurately.

= Leverage online resources > Used Science CELELDOELEIL D LG EIL JEE e =  What surprised me: How naturally a simple
Gateways, public datasets, and Jupyter scientific computlng environments. Arduino sensor project can connect to Jupyter, R
notebooks to reduce setup barriers. Al, cybersecurity, and scientific computing. &= References
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visit the courae github repo!
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